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WHO IS THIS

NERD

Fun Facts About Me

b Years of telling companies their passwords
suck

Have more tools built than friends

Still not blacklisted from my talk last year at
GrrCon

PostgreS0L was too slow for me

| forked and fixed GoCat because it existed
I'm not paranoid you're paranoid

Haven’t touched grass in weeks

No wheel is round enough

IF Microsoft invented it I've probably already
rage ported itin Go

But Why

Some people like O-
days | like rpc null
binds

10.03.2025

Actual Quote

Everyone: “Just use
Impacket”

Me: “No thanks, I'll just
rewrite DCERBPC/SMB
N Go”
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UNDERSTANDING

THE PROBLEM

Recent Breaches

Threat Actors

10.03.2025

07-19-2019 Citrix Password Spray
05-07-20el Colonial Pipeline Password Reuse
10-12-2023 c3andMe Credential Stuffing
01-12-20ey Microsoft Password Spray
Ticketmaster
L N 1 - .
06-"?-20cu Santander, ATST Credential Stuffing

APT Groups

® APT33 (Iran)

e APT3U (Iran)

® APTE8 (Russia, GRU)

® APTEg (Russia, SVR)

® APT35 (Iran)

® APTUD (China)

® Nobelium (Russia, SVR])
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UNDERSTANDING . ....

THE PROBLEM  rassworas

Possible Problems
MSDN Password Complexity

® \Weak password policy
® [Complex but compromised
® Password reuse
O Local
O Active Oirectory
® Permutations of compromised credentials
® [Company details used in credentials

® May not contain samAccontName
® Contains characters from:

O Uppercase

O Lowercase

O Base 10 digits (0-9])

O Non-alphanumeric Characters
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Getting the Data

® | ocal
© hashes live in the SAM Hive
O Protected by key in SYSTEM

Hive

® Active DOirectory
© Live iIn NTDS.dit on DC’s

® [an be extracted and decrpyted
with admin privileges

Using the Data

® Hash Cracking
O Weak or Predictable
® Raw hashes
B DPassword Reuse
B Reuse Patterns
® Accounts
® Systems
® Both
O |dentify High-Risk Credential
Configurations
O Determine risk and mitigate
blast radius

Creating a
Process

Only a single point-in-time view
Active Directory environments are
constantly changing

© New Users

© Service Accounts

O Group Membership Shifts
Without maonitoring, weaknesses can
creep back in

10.03.2025
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Attribute

Machine Account Quota

Reversible Encryption

Complexity Requirement

Min. Password Length

Lockout Counter

Timeout Observation

Description

Permit any authenticated user create up to N computer
accounts (Default 10)

Stores passwords with reversible encryption (decryptable) to
support legacy protocols

Enforce Micorosft Defined Password Complexity

Minimum number of characters required.

Number of failed sign-ins before an account is locked

How long the account stays locked

Vulnerabhility

Non-admin users can create computer accounts, enabling attck
paths such as RBCD

Any compromise of systems or accounts that can read those
attributes produces direct password disclosure

Low entropy passwords are vulnerable to guessing, dictionary
attacks, offline cracking and high-scess-rate password spray
campaigns

Short minimum lengths reduce entropy, making passwords
vulnerable to guessing, dictionary attacks, offline cracking, and
high-success-rate password-spray campaigns

Too permissive — brute-force/spray success;
too strict — easy DoS

Poorly chosen timers undermine the lockout mechanism: short
counters let attackers brute at scale with low friction

Lockout Reset

Number of minutes before the failed-attempt counter resets to
0

Poorly chosen timers undermine the lockout mechanism: short
counters let attackers brute at scale with low friction
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UNDERS TANDING

THE PROBLEM  remeiation

Post-0p Paralysis

The stage after a pentest where organizations receive
actionable findings but lack the people, processes, or
prioritization to convert those findings into timely,
measurable remediation

Verification

® Unfit Tooling
® Potential to break things in

environment

Lack of Tools

Unclear Prioritiziation

Lack of Understanding
Maore than one right answer
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KEY-VALUE DATABASE
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HashCrack.ing




© D

Hashcracking | Advanced Hash € X+

€ C QO hipsy/hasheracking/search

0

X

Ao e ®BeC are@ -0

H: Hashcrack.ing

Q Search [ Submit B Wordlists # Hashlists

>. Rules B APl

Hash Search

® Discord Tools v

Search Cracked Hashes

Search our database of cracked hashes to quickly recover passwords

Single Hash

32ed87bdbSfdc5e9cbaBB547376818d4
8846f7eaee8fb117ad06bdd830b7586¢
b963c57010f218edc2cc3c229b5e4dof
4c090b2a4a9a78b43510ceec3a60fo0b

Search Results

Found 3 of 4 hashes
Hash
32ed87bdb5fdcSe9cbas8s54737681844
8846f7cace8fb117ad06bdd830b7586¢
b963c57010F218edc2cc3c229b5e4d0F

4c090b2a429a78b43510ceec3ab60f 90D

2 H| 2

Bulk Search

Plaintext

123456

password

iloveyou

Not found

LISTS

Auto Detect

Export Results

o
o)

Q

QUERIES

Hashcracking | Advanced Hash € X+

€ C @ O hiipsy/hashcracking/wordists

0

X

Ao e ®BeC are@ -0

H: Hashcrack.ing

Q Search [@ Submit B Wordlists

# Hashlists >. Rules [B API [® Discord Tools v
Resources
Password Wordlists

Access our collection of high-quality wordlists for password cracking

Browse Wordlists

Q  Search wordlists...

Name

leviathon.AD ((Premium )

List of passwords cracked from various internal
assessments

Rockyou2024.zip (Premium )

Updated version of RockYou for 2024

bOn3z.txt (Premium)

8-char.txt
List of 8 character passwords

18-char.txt
List of 18 character passwords

hashmob.net_2025-03-30.found.7z (Prémium)
List curated by hashmob.net

Rocktastic12a.rar (Premium)

Rocktastic | ist

Size

1aMB

49.0GB

32.26 GB

1451 KB

75KB

7.3GB

25GB

Entries

96,183

9,948,575,739

313,290,836

17,863

13,621

1,801,876,894

Upload Wordlist

Downloads v Upload Date
18 Apr 6

13 Apr 6

n Apr 12

9 Apr 6

8 Apr 6

7 Apr 6

4 Apr 6

Actions

Q
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[ION [16] Generated bitmap tables

5K INFO —> {29 29 1}

'ION [161] Initializing device kernels and memory
'TON [160] Initialized device kernels and memory
FION [1] Starting Autotune threads

'TON [0] Autotune threads have started.. Executor getting cracked hashes

'TON [240] Approaching final keyspace, workload adjusted Executor got cracked hashes with 244 entries
VAL STATUS -> &{hashcat Exhausted NTLM /root/.local/share/bounty/temp/GXKYEwHKDf.txt Tue Sep 9 19:55:51 !gyacutor got uncracked ntlm hashes with 46 entries

:cutor adding results ExecutablePath: /opt/hashcat

Cracking NTLM Hashes

Performing increment attack

Writing uncracked NTLM Hashes to file: /root/.local/share/bounty/temp/o2uV9Yrwe3.txt
Executor writing uncracked ntlm hashes to file

Executor getting uncracked ntlm hashes

:cutor adding cracked hash: ¢22b315c040aebe@efee3518d830362b password: 123456789 LD_LIBRARY_PATH: /usr/local/cuda-13.0/compat:

:cutor adding cracked hash: 259745cb123a52aa2eé93aaacca2db52 password: 12345678 ACTION [86] Sorting salts...

scutor adding cracked hash: e16fda02030a134736edb66c155987b40 password: footballVv ACTION [85] Sorted salts...

:cutor adding cracked hash: dffidbd0d5695f1b2c8a3536a7ed3771 password: h3110! ACTION [17] Generating bitmap tables

:cutor adding cracked hash: cff972e0f6c705ad125d1l1cafde83d85 password: fOOtb@LL ACTION [16] Generated bitmap tables

:cutor adding cracked hash: 31fc0Odc8f7dfad0e8bd7ccc3842f2ce9 password: football TASK INFO -> {45 45 1}

scutor adding cracked hash: 8846f7eaee8fbl17ad06bdd830b7586c password: password ACTION [161] Initializing device kernels and memory

scutor adding cracked hash: 49b3ff5a96dc5b8cbf6406e533fdbcl18 password: iloveyou5I ACTION [160] Initialized device kernels and memory

scutor adding cracked hash: b963c57010f218edc2cc3c229b5e4d0f password: diloveyou ACTION [1] Starting Autotune threads

scutor adding cracked hash: 31c72c210ecc03dleae94fad496069448 password: sunshine ACTION [0] Autotune threads have started..

scutor adding cracked hash: el0aaa254a72012bc80a289f2d8d5c4e password: Teaml23! ACTION [240] Approaching final keyspace, workload adjusted
scutor adding cracked hash: fb4bf3ddf37cf6494a9905541290cf51 password: princess ACTION [1] Starting Autotune threads

~forming gt?ack: ?a?a _ ACTION [0] Autotune threads have started..

scutor writing uncracked ntlm hashes to file ACTION [240] Approaching final keyspace, workload adjusted
scutor getting uncracked ntlm hashes ACTION [1] Starting Autotune threads

scutor getting cracked hashes _ ACTION [0] Autotune threads have started..

scutor got cracked hashes with 272 entries ACTION [240] Approaching final keyspace, workload adjusted
scutor got uncracked ntlm hashes with 18 entries ACTION [1] Starting Autotune threads

:cutablePath: /opt/hashcat ACTION [0] Autotune threads have started..

_LIBRARY_PATH: /usr/local/cuda-13.0/compat: ACTION [240] Approaching final keyspace, workload adjusted
ION [86] Sorting salts... ACTION [1] Starting Autotune threads

ION [85] Sorted salts... ACTION [0] Autotune threads have started..

[ION [17] Generating bitmap tables ACTION [240] Approaching final keyspace, workload adjusted
[ION [16] Generated bitmap tables ACTION [1] Starting Autotune threads

3K INFO -> {1? 17 }}_ _ ACTION [0] Autotune threads have started..

ION [161] Initializing device kernels and memory ACTION [240] Approaching final keyspace, workload adjusted
'TON [160] Initialized device kernels and memory ACTION [1] Starting Autotune threads

[ION [1] Starting Autotune threads ACTION [0] Autotune threads have started..

ION [0] Autotune threads have started.. ACTION [240] Approaching final keyspace, workload adjusted

'TON [240] Approaching final keyspace, workload adjusted

FINAL STATUS -> &{hashcat Exhausted NTLM /root/.local/share/bounty/temp/o2uV9Yrwe3.txt Tue Se 9 19:49:27 2025 1
JAL STATUS -> &{hashcat Exhausted NTLM /root/.local/share/bounty/temp/omwkAM3iFO.txt Tue Sep 9 19:55:57 ! { / / / / yl p/ -

i Executor adding results
scutor adding results Executor adding cracked hash: 066ddfd4efO@e9cd7c256fe77191ef43c password: hello
scutor adding cracked hash: c75489b8e03046f743c1cc030df8beba password: princ3$$ Executor adding cracked hash: 2330f2ff9fbdf5b962fcb26ae337974a password: dr4gon
scutor adding cracked hash: 10e6b4a8fe7c3a9850d9077cda333e51 password: hellofno Executor adding cracked hash: 6d9a5acc174877elcdd45147af1de804 password: w3lcOme
acuto? adding cracked hash: 3d59ec952f99fbcbOebl18d7a92dc40fb password: adminfL Executor adding cracked hash: 2d20d252a479f485cdf5e171d93985bf password: qwerty
~forming attack: ?a?a?a ) Executor adding cracked hash: f9e37e83b83c47a93c2f09f66408631b password: abc123
scutor writing uncracked ntlm hashes to file Executor adding cracked hash: 32ed87bdb5fdc5e9cba88547376818d4 password: 123456
scutor getting uncracked ntlm hashes Executor adding cracked hash: 0c12cc2b593eb9ab466a79a907cbac73 password: mOnk3y
scutor getting cracked hashes ] Executor adding cracked hash: f7eb9cO6fafaa23c4bcf22bab781cle2 password: dragon
scutor got cracked hashes with 275 entries Executor adding cracked hash: f2477a144dff4f216ab81f2ac3e3207d password: monkey
scutor got uncracked ntlm hashes with 15 entries Executor adding cracked hash: 328727b81ca05805a68ef26acb252039 password: 1234567
scutablePath: /opt/hashcat Executor adding cracked hash: 7a21990fcd3d759941e45c490f143d5f password: 12345
_LIBRARY_PATH: /usr/local/cuda-13.0/compat: Evarittnar addine rrackad hach® 9200~A174A2400r20hA499FAFaRa720A%  naccwnrd®  admin
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Dashboard

<)

Monitor your Active Directory security status and manage user password policies.

&

-~ 2 - DASHBOARD

wm Standard Users == Privileged Users

45
40
35
)
-3
3 25
T 2
2 s
& 10 @ "
5
0 . £ Bounty - o
gg Affected Users
Affected Users
Affected Date SAM Account Name Vulnerability Full Name Email Address User Type Status Action
@
Affected Date SAM Account Name Vulnerability Full Name Email Address User Type Status Action ) )
2025-09-16 dmillan Debbie Millan ! dmillan@rabbithole.lol Vulnerable @
2025-09-16 dmillan Debbie Millan ! dmillan@rabbithole.lol STANOARD Vulnerable @ =
2025-09-16 fadmin Fake Admin Vulnerable @
&
2025-09-16 fadmin Fake Admin Vulnerable
@ - 2025-09-16 jiones James Jones ! Vulnerable @
2025-09-16 jjones James Jones ! STANDARD Vulnerable @
B2
N ¥
I
o

Affected Computers

—
-—

Affected Date SAM Account Name Vulnerability os Last Logon Description Status Action

2025-08-22 DEMOS$ 2025-09-04 Vulnerable @

2025-08-25 DEMO3$ 2025-09-04 el @




NO EXPIRY

& Bounty
F} Affected Users
o b L
Affected Date SAM A unt Na e i il = E il Addres
@
2025-09-16 dmillan Debbie Millan dmillan@rabbithole.lol
2025-09-16 fadmin Fake Admin
2025-09-16 jjones James Jones

X

Password Never Expires

This user's password is set to never expire. Forcing a password reset on an account with this
setting enabled will have no effect. You must first disable the never expires setting or set a
random password to properly secure this account.

Remove "Password Never Expires” flag (This will force a password reset)

Set random password (Recommended for service accounts)

ted Computers Password length:

Apply Changes Status

2025-09-04

2025-08-22 DEMO$

2025-09-04

2025-08-25 DEMO3$
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6 Settings
Configure your account, license, and connection settings.
(@)
Fod & License (3 Bounty Service 2o LDAP Connection B SIEM { Keywords = Keybinds @ cadence
&
SIEM Integration
Configure Security Information and Event Management (SIEM) integration to send security events to your SIEM platform.
(£
Enable SIEM Integration
4]
SIEM Type
o]
o
Elastic SIEM
= IBM QRadar
Microsoft Sentinel
HP ArcSight
% Bounty - o X Wanh
Custom (Generic HTTP)
- & License (3 Bounty Service %o LDAP Connection > SIEM § Keywords = Keybinds & cadence SIEM Username
( u M usemame
)
Active Directory Configuration SIEM Password
@) Configure connection to your Active Directory server for user and group management. E ur SIEM password
® Connection @ Bind SIEM Index Name
( u M ind ar
& Connection Settings s,
| e
LDAP Server FQDN |
dc4.rabbithole.lol
7
Domain
4] rabbithole. lol
B Nameserver is the same as LDAP Server
| Use LDAPS (Secure LDAP) Skip Verify
— LDAP Connection successful
| Test Connection
Binding Settings
This user will be used to query Active Directory for users and groups, and to effect password resets on users. The account must have sufficient privileges to modify user objects in Active Directory.
Bind Username
ehosinski
Bind Password
evsesseess 1
LDAP Bind successful




CADENCE

X 3

&

Settings

ic

Configure your account, license, and connection settings.

&

- o
-
Settings
Configure your account, license, and connection settings.
& License (3 Bounty Service 2o LDAP Connection > SIEM § Keywords = Keybinds @ cadence
Keywords ?

Provide a base set of keywords to prime cracking wordlists during Bounty executions. Keywords are case-insensitive and are normalized to lowercase. They help improve cracking efficacy by
seeding a temporary wordlist constructed per run.

& License (3 Bounty Service 2o LDAP Connection B> SIEM 7 Keywords = Keybinds @ cadence

Service Cadence

Configure how often the service runs to check for breached passwords in Active Directory.

Schedule Settings

¥ Enable scheduled runs

Run Interval

Time of Day (24-hour format)
Specify when the service should run each day

03:00 AM

Last Run: Never
Next Run:  Not scheduled
Last Result:

Save Settings

Manage Keywords

o -

e o

KEYWORDS




Wiki | search vi |

Contents

o Domain Password Policy Guide
@

ADCS Vulnerabilities
2 Quick Reference Table

Password Policy

Pre-Windows 2000 Computers

& Attribute Meaning Best Practice
AS-REP Roastable Users . .
Minimum Password Length Minimum number of characters 12-16+ characters (prefer passphrases)
Kerberoastable Accounts .
Maximum Password Age How long before password must change Do not force frequent changes unless breached
RPC Null Session Binds
7 Minimum Password Age How soon a password can be changed again 1 day (prevents cycling)
SMB Signing Requirements
19 Password History Length Number of previous passwords remembered 24
Complexity Requirement Requires mix of uppercase, lowercase, numbers, symbols Enabled OR use banned password lists
Lol Reversible Encryption Storage Whether passwords are stored in reversible form Disabled (never enable unless legacy required)
m Account Lockout Threshold Failed login attempts before lockout 10-20
Account Lockout Duration How long account remains locked 15-30 minutes
= Reset Lockout Counter After Time before failed attempt counter resets 15 minutes

This document provides an overview of Domain Password Policy in Active Directory, including what it is, the meaning of each attribute and its flags,
and industry best practices with considerations.

Wiki [ search v

Contents

What is Domain Password Policy?

Introduction

= The Domain Password Policy is the set of rules defined in Active Directory that governs how user account passwords are created, managed, and
LB T secured across a domain.
Password Policy

: It ensures passwords meet minimum security standards and reduces the risk of compromise due to weak credentials. These settings are configured at
Pre-Windows 2000 Computers the Default Domain Policy Group Policy Object (GPO) and apply to all users in the domain unless Fine-Grained Password Policies are used.
AS-REP Roastable Users

Kerberoastable Accounts Bounty Wiki — Remediation Cookbook

RPC Null Session Binds
L i Welcome to the Bounty remediation wiki. This space documents common vulnerabilities Bounty detects and how to fix them via the Windows GUI and
SMB Signing Requirements PowerShell.

Use the left sidebar to switch sections. Use the search box to quickly find text within the current section.

What you'll find here

ADCS (ESC) vulnerabilities and hardening guidance
Pre-Windows 2000 computer account hardening
Domain Password Policy best practices

AS-REP roastable accounts remediation

Kerberoastable service account mitigation

How to use this wiki ‘
Each page provides: 3
What's wrong (quick background) ‘

GUI steps (certsrv.msc / dsa.msc / GPMC)
PowerShell one-liners and bulk examples
Required privileges and modules

Prefer PowerShell for bulk/consistent changes across many objects
e For ADCS changes, plan maintenance windows and back up templates/CA settings

Al Bl
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; Audit Logs
-
View and filter application logs to monitor system activity and troubleshoot issues. Use the search and filters
below to find specific log entries.
@
Q Ssearch logs by component, message, or error Source: @ User @ Service
&
& Severity: Alleves v From: mm/dd/yyyy To:  mm/dd/yyyy Show: 20 Show Time Filters
&8 Log Entries 147 entries found
[ﬂ TIMESTAMP LEVEL COMPONENT MESSAGE ERROR
e 2025-09-22 17:18:16 M INFO Bounty Database Servi... - -
Q
Log Details |
—
s {"level™:"INFO","ts":"2025-09-22T717:18:16.008-0400", "msg” : "Bounty Database Service started successfully™}
- o X
2025-09-22 17:18:16 M INFO database service serve... - -
’ AUdlt Logs ; 2025-09-22 17:18:16 M INFO database server healt... - -
View and filter application logs to monitor system activity and troubleshoot issues. Use the search and filters ‘ 2025-09-22 17:18:15 M INFO starting gRPC databas... - =
below to find specific log entries.
® 2025-09-22 17:18:15 M INFO database server gorou... - -
Q  preference Source: @ User @ Service
& 2025-09-22 17:18:15 M INFO database server create... - -
7 Severity:  AlLevels v From: mm/dd/yyyy To:  mm/dd/yyyy Show: 29 7 Show Time Filters - 2025-09-22 17:18:15 M INFO database server create... - -
o8 Log Entries 24 entries found for “preference”
TIMESTAMP LEVEL COMPONENT MESSAGE ERROR
2025-09-29 14:59:43 W INFO get_hash_sharing_pref... - -

{"level™:"INFO","ts":"2025-09-29T714:59:43.446-0400", “msg": "get_hash_sharing_preference”,"opt_in":true}

2025-09-29 14:59:43 M INFO get_hash_sharing_pref... - -
2025-09-29 14:59:35 M INFO get_hash_sharing_pref... - -
2025-09-29 14:59:35 M INFO get_hash_sharing_pref... - -
2025-09-29 14:59:01 M INFO get_hash_sharing_pref... - -
2025-09-29 14:59:01 M INFO get_hash_sharing_pref... - -

2025-09-16 15:33:46 M INFO get_hash_sharing_pref... - -




EXPORT

% Bounty

&

c

e
pry

Export Data

Export password breach data or password reuse data in various formats for analysis or reporting.

& Password Breach Data © Password Reuse Data . Pre2K Computer Data @ ASRepRoastable Data
$ Export Format
]
Excel (.xlsx) JSON HTML
Export as Microsoft Excel spreadsheet. Best Export as JSON file. Best for programmatic Export as HTML file. Best for viewing in a web
for data analysis and filtering. processing and integration with other browser with formatted tables.
systems.

& Export Password Breach Data

/il Data Description

This export includes information about users whose passwords have been found in data breaches:

£ User full name B SAM account name
M Email address i User type (Admin/Standard)
B Password change status B Affected date

@ Password expiration status

e




% Bounty

E - -
Email Settings
&
Configure email notifications and customize email templates.
@
& Configuration B Email Templates
Email Templates
¢ Customize the content of emails sent by the system. Use variables enclosed in double curly braces to include dynamic content.
Select Template
&3
Password Breached
L]
Subject

a Your Password Has Been Found in a Data Breach

o Body

e Dear {{user}},
We have detected that your password has been found in a data breach. For your security, we recommend changing your password immediately.
Detected on: {{date}}

If you have any questions, please contact your administrator.

Regards,
The Security Team

Email Settings

Configure email notifications and customize email templates.

&

¢ Configuration M Email Templates

Available Variables

- - {luser}} {{date}}
Email Configuration

Email Users When Password Is Breached
CC Administrator
Administrator Emails m
ehosinski@krakensec.tech

Send administrative notifications for:
Job Start
Job End
Job Results
Password No Expiry

EMAILS




AD HOC SCANNING

&

& 3

—
RS

Security Scans

Execute and monitor vulnerability scans across your environment

Scan Type

Choose a vulnerability scan... v

Pre-Windows 2000 Computers
AS-REP Roastable Accounts
Password Reuse Analysis
Kerberoastable Accounts

SMB Null Binds

SMB Signing Not Required
RPC Null Binds
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= Security Scans
@ Execute and monitor vulnerability scans across your environment
(@) Scan Type
b SMB Signing Not Required v () scanning...

Q.

TR SMB Signing Not Required 71557 | Man-in-the-Middle
F‘O OVERVIEW lmpa(t
Lack of SMB signing allows attackers to intercept and

Identifies systems that do not require SMB signing, making them vulnerable to man-in-the-middle attacks. modify SME traffic b e

L2 S
WHAT THIS SCAN DOES Mitigation
Enable SMB signing requirements on all domain controllers
s RISK LEVEL and member systems.

HIGH | Direct attack vector

-
-—

Scan Results

® Running Elapsed: OhOm 8s  Scanned: 16 objects  Started: 9/29/2025, 3:03:43 PM

% Bounty - o X

Security Scans

gd, Execute and monitor vulnerability scans across your environment

\

Scanning in progress...

(@) Scan Type

T RPC Null Binds 11018 Remote System Discovery

53 OVERVIEW Impact
Anonymous RPC access can expose user accounts, groups,

Identifies systems that allow anonymous RPC connections, potentially exposing domain information. e e e e T R

WHAT THIS SCAN DOES Mitigation
Disable anonymous RPC access and implement proper
! RISK LEVEL authentication requirements for RPC services.
HIGH | Direct attack vector

-

Scan Results
® Completed Elapsed: Os  Scanned: 3 objects Found: 1vulnerable item

Description Access Type Status Action

Anonymous RPC access detected SMB Bind IPC Bind Vulnerable () |
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&)

Security Scans

Execute and monitor vulnerability scans across your environment

&

Scan Type

kc Kerberoastable Accounts v m

KERBERUOAST —T—

A OVERVIEW Impact
Attackers can request service tickets for SPNs and attempt
offline password cracking against the encrypted portion.

i

Identifies service accounts with Service Principal Names (SPNs) that are vulnerable to Kerberoasting attacks.

18] -
WHAT THIS SCAN DOES Mitigation
Use strong passwords for service accounts, implement
] RISK LEVEL Managed Service Accounts, and regularly rotate service

account passwords.
HIGH | Direct attack vector

—

e

Scan Results
® Completed Elapsed: Os Scanned: 4 objects Found: 3 vulnerable items
= (=] X
Execute and monitor vuinerability Scans across your environment
User Name Service Principal Names Status Action
Scan Type ispnuser N/A Vulnerable ‘/ )
AS-REP Roastable Accounts v m svc_FileShare_1 N/A Vulnerable )
svc_FileShare_2 N/A Vulnerable ()
AS-REP Roastable Accounts 11558.004  AS-REP Roasting
OVERVIEW Impact

Attackers can request AS-REP messages for accounts

Finds user accounts that do not require Kerberos pre-authentication, making them vulnerable to AS-REP without pre-authentication and attempt offiine password

roasting attacks. cracking against the encrypted portion.
WHAT THIS SCAN DOES i _
Ensure all user accounts have “Kerberos preauthentication
Searches for user accounts that have "Do not require Kerberos preauthentication® enabled. This allows attackers to required” enabled and use strong, complex domain that are
q AS-REP ges and perform offline password attacks. resistant to offline attacks.

RISK LEVEL

HIGH | Direct attack vector

Scan Results
® Completed Elapsed: Os  Scanned: 3 objects Found: 2 vulnerable items

User Name Last Logon Status Action
dmillan Never Vulnerable ()
fadmin Never Vulnerable ()

jjones Never Vulnerable )
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= Security Scans
@ Execute and monitor vulnerability scans across your environment
(@) Scan Type

&

SMB Null Binds v m

e SMB Null Binds 71135 Network Share Discovery

63 OVERVIEW Impact
Anonymous SMB access can expose sensitive files, shares,

Identifies systems that allow anonymous SMB connections, potentially exposing sensitive information. and system information to unauthorized users.

2 S
WHAT THIS SCAN DOES Mitigation
Disable anonymous access to SMB shares and implement
! RISK LEVEL proper authentication requirements.
m HIGH | Direct attack vector
—
o
Scan Results
R ® Completed Elapsed: Os  Scanned: 16 objects  Found: 2 vulnerable items
£ Bounty - o X
CALCULE GHU IO YOI ICT DI SUOT D GG UaS YUl CHvIEUT I
= Hostname Vulnerability Status Action
@ Scan Type DC4.rabbithole.lol Anonymous SMB Access Vulnerable ( { )
Pre-Windows 2000 Computers v m TEST-2.rabbithole.lol Anonymous SMB Access Vulnerable ()
@
& Pre-Windows 2000 Computers 11078 Valid Accounts
OVERVIEW Impact
) B 5 - SH - Adversaries may abuse inactive accounts: for example,
o Identifies computers with Pre-Windows 2000 compatible authentication enabled, making them vulnerable to those belonging to individuals who are no longer part of an
password attacks. organization. Using these accounts may allow the adversary
[ to evade detection, as the original account user will not be
: WHAT THIS SCAN DOES present to identify any anomalous activity taking place on
their account
19 Identifies computer accounts dassified as Pre-Windows 2000 compatible, then generates potential credentials using
Microsoft's own naming rules and tests them against each discovered computer account. Mitigation
Ensure all users with Pre-Windows 2000 compatibility
! RISK LEVEL mode have their domain changed.

m HIGH | Direct attack vector
—
——
Scan Results
® Completed Elapsed: Os Scanned: 16 objects  Found: 4 vulnerable items
Computer Name Operating System Status Action
DEMOS Unknown OS Vulnerable { / )

DEMO3$ Unknown OS Vulnerable ()

DEMOS Unknown OS Vulnerable \7)

DEMO3$ Unknown OS Vulnerable ()
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Scan Type

Pre-Windows 2000 Computers v m

Pre-Windows 2000 Computers 1078 Valid Accounts

OVERVIEW Impact
Adversaries may abuse inactive accounts: for example,

Identifies computers with Pre-Windows 2000 compatible authentication enabled, making them vulnerable to those belonging to individuals who are no longer part of an

password attacks. organization. Using these accounts may allow the adversary
to evade detection, as the original account user will not be
WHAT THIS SCAN DOES present to identify any anomalous activity taking place on
) their account
Identifies computer accounts classified as Pre-Wing Fix Pre2K vunerabMty X
Microsoft's own naming rules and tests them agair Mitigation
i i lenatt EMOS. Ensure all users with Pre-Windows 2000 compatibility

RISK LEVEL S forD mode have their domain changed.

HIGH ) Direct attack vector 32 ‘

Default is 32 characters.
Scan Results
® Completed Elapsed: Os Scanned: 16 objects Found: 4 vulnerable items

Computer Name Operating System Status Action

DEMOS Unknown OS Vulnerable \7)

DEMO3$ Unknown OS Vulnerable )

DEMOS Unknown OS Vulnerable )

DEMO3$ Unknown OS Vulnerable \ / J
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Password Reuse Analysis

Password Reuse Analysis

OVERVIEW

CALLULL G VDT UL TGy SU0IES UL US3 UL LV i e

Analyzes password patterns to identify accounts that may be reusing domain across multiple systems or

services.

WHAT THIS SCAN DOES

Analyzes password hashes across user accounts to identify patterns indicating password reuse, weak domain, or

accounts sharing identical credentials.

RISK LEVEL

©® Completed Elapsed: Os  Scanned: 202 objects

Reuse Group

Reuse ID 07f129de6036285e43bfe028460e5b94

Reuse ID 20a4c845accca984efd10093bff391e0

Reuse ID 4062042f600698ba627bf7fed 14cff79

Reuse ID 4a18d65913c4c214131d9c00e1d5792b

Found: 16 vulnerable group

Users

S users

2 users

3 users

S users

T1110.003  Password Spraying

Impact

Password reuse increases the risk of credential compromise
across multiple systems.

Mitigation

Implement password policies that prevent reuse and
encourage unique domain for each account.

Status Action
Vulnerable { °/,)
Vulnerable [\ o )

7N
Vulnerable { O)

Vulnerable

N

Bounty

Password Reuse Analysis

Analyzes password patterns to ide

services.

Analyzes password hashes across u

accounts shanng identical credentia

MEDIUM Credential weakness an

Completed Elapsed: Os

Reuse ID:
First Detected:
User Count:

Has Privileged Users:

Jacobs1112
Jacobs11
Jacobs12
Jacobs1122
Jacobs112

Reuse ID 07f129de6036285e43bfe028460e5b94

Reuse ID 20a4c845accca984efd 10093bff391e0

Reuse 1D 406a042f600698ba627bf7fe414cff79

Reuse ID 4218d65913¢4c214131d9c00e1d5792b

Scan Type

Password Reuse Details

07f129de6036285e43bfe028460e5b94
2025-09-14

NO

Standard Users:

Reset

Reset

Reset

Reset

i

Password Spraying

PASSWORD
REUSE
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Affected Users

Affected Date SAM Account Name Vulnerability Full Name Email Address User Type Status Action
2025-09-29 dmillan Debbie Millan ! dmillan@rabbithole.lol Vulnerable @
2025-09-29 fadmin Fake Admin Vulnerable @
2025-09-29 jjones James Jones ! Vulnerable @
2025-09-29 ispnuser ! ((aomrn | Vulnerable @
2025-09-29 svc_FileShare_1 ! Vulnerable @
2025-09-29 svc_FileShare_2 ! Vulnerable @
Affected Computers
Affected Date SAM Account Name Vulnerability 0s Last Logon Description Status Action
2025-08-25 DEMO3$ 2025-09-04 Vulnerable @
2025-08-22 DEMO$ 2025-09-22 Vulnerable @
2025-08-25 DEMO3$ 2025-09-22 Vulnerable @
2025-09-29 DC4.rabbithole.lol SMB NULL Unknown N/A Anonymous SMB access ...  Vulnerable @
2025-09-29 TEST-2.rabbithole.lol SNB WL Unknown N/A Anonymous SMB access ...  Vulnerable @
2025-09-29 RABBITHOLE | RPC_ANONYMOUS | Windows Server N/A Anonymous RPC access a...  Vulnerable @

SLAN RESULTS
DASHBUOARD

Password Reuse Analysis

2025-09-14

First Detected Reuse ID Scan ID Count Privileged Action
2025-09-14 07f129de6036285e43bfe028460e5b94 5 NO @
2025-09-29 20a4c845accca984efd10093bff391e0 2 YES @
2025-09-14 406a042f600698ba627bf7fe414cff79 3 YES @
2025-09-16 4a18d65913c4c214131d9c00e1d5792b 5 NO @
2025-09-14 4b17050112cb49ff6b26ad79009f0b4c 3 NO @

4b80ee84511834121694110fc545ca42 3 NO @
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Affected Computers
Affected Date  SAM Account Name Vulnerability os Last Logon Description Status Action
2025-08-25 DEMO3$ 2025-09-04 Vulnerable &)
2025-08-22 DEMO$ PREX 2025-09-22 Vuinerable @)
2025-08-25 DEMO3$ Vulnerable
2025-09-29 DCA.rabbithole.lol Volnersble @)
2025-09-29 TEST-2.rabbithole.ol etected: 4 busSMBaccess.. Vulnerable
2025-09-29 RABBITHOLE | Vakveaisia @)
Password Reuse Analysis
First Detected Reuse ID Privileged Action
2025-09-14 07f129de
2025-09-29 2024t
2025-09-14 40620421600698ba627bi7Ted 1479
2025-09-16 4218d65913c4c214131d9c00e1d5792b 3 5 NO
2025-09-14 4b17050112cb49ff6b26ad79009f0bdc 1 3 NO
2025-09-14 4b80ee84511834121694110fc545cad2 2 3 NO (o)
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— = Domain Controllers © D ' E C D Y
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3

ratatat X |
-~ m HR O |
F
esses Remote © |
~ m Finance ©
SPN Account Management B v ~ = Marketing ©
Configure how Service Principal Name (SPN) accounts are handled when vulnerabilities are detected. - mTe
Found 3 SPN accounts.
esee Nerds @
SPN Account Policy: e T
Alert Only v ~ “\
~ m Executives O )
SPN Account Details [ Close |
~ = Programmers @ I
SPN Accounts Summary
eee intemns © Account Email Type Enabled Never Expires Privileged SPNs
Total: 3 Enabled: 3 Never Expires: 3 Privileged: 1
~ = FrontEnd © ispnuser N/A  Admin / i MSSQLSve/ispnuser.rabbithole.lol, MSSQLSvc/ispnuser
sees UX © svc_FileShare_1 N/A  Standard v X svc_FileShare_1/svc_FileShare_1Jol.rabbithole
L. svc_FileShare.2 N/A  Standard v v X swc_FileShare_2/svc_FileShare_2lol.rabbithole
Policies
. >
When a password is breached: (7)
Send Alert Only v
When Vulnerable Pre-2K computers are found: (7)
Send Alert v
When AS-REP Roastable accounts are found: (7)
Send Alerts v
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Active Directory

&

View and analyze current domain password policy settings and security requirements.

® © Targets D Password Policy
X
&
7
14
Lo}
Password Requirements
o
< Minimum Length:
History Length:
Complexity Required:
Security Settings
Store Clear Text:
No Clear Text Change:
No Anonymous Change:

Active Directory Certificate Services (ADCS)

Score: Poor 42%

10/24 points

12 characters /'
24 passwords /'

Disabled () 7

Disabled 7/
Disabled () /'

Disabled () /'

Password Age Settings

Maximum Age:

Minimum Age:

Lockout Admins:

Refuse Password Change:

B Password Strength: 6/9
B Account Lockout: 2/8
B Security Settings: 2/5
B Machine Quota: 0/2

Account Lockout Settings

365days () 7 Lockout Threshold:
1day 7/ Lockout Duration:
Reset Counter After:
Machine Account Quota
Disabled (1) /' Quota Value:
Disabled 7/

0 attempts @

30 minutes

0 minutes @

O]

e

"

41

Active Directory

PASSWORD
POLICY

View and analyze current domain password policy settings and security requirements.

© Targets Cb Password Policy

Password Requirements

Minimum Length:
History Length:

Complexity Required:

Security Settings
Store Clear Text:
No Clear Text Change:

No Anonymous Change:

Active Directory Certificate Services (ADCS)

Score: Poor 42%

10/24 points

12 characters 7/
24 passwords /'

Disabled () /'

Disabled /'
Disabled () 7

Disabled (1) 7

Password Age Settings

Maximum Age:

Minimum Age:

Lockout Admins:

Refuse Password Change:

365days ()

1day 7/

Disabled () /'

Disabled 7/

B Password Strength: 6/9
B Account Lockout: 2/8
B Security Settings: 2/5
B Machine Quota: 0/2

Account Lockout Settings

o Tt Eammn] |
Lockout Duration: 30 minutes /'
Reset Counter After: 0 minutes @ 7

Machine Account Quota

Quota Value: 50 7

B dh § 7 PRI

LWV
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Active Directory

View and analyze current domain password policy settings and security requirements.

@ Targets G Password Policy

Password Requirements
Minimum Length:
History Length:

Complexity Required:

Security Settings

Store Clear Text:
No Clear Text Change:

No Anonymous Cha

@ Active Directory Certificate Services (ADCS)

Score: Poor 54%

13/24 points
Password Age Settings
12 characters /' Maximum Age: 365 days @ s
24 passwords /' Minimum Age: 1day 7
Disabled () 7
Disabled #  Lockout Admins: Disabled (1) /'
Disabled @ 7 Refuse Password Change: Disabled /'
Disabled 7’

B Password Strength: 6/9
B Account Lockout: 5/8
B Security Settings: 2/5
B Machine Quota: 0/2

Account Lockout Settings

Lockout Threshold:
Lockout Duration:

Reset Counter After:

Machine Account Quota

Quota Value:

3 attempts /'
30 minutes 7/

0 minutes @ 7

sQ 7
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Active Directory

Manage Active Directory Certificate Services, certificate authorities, and templates.

@ Targets (], Password Policy & Active Directory Certificate Services (ADCS)
%
& Certificate Authorities Certificate Templates Vulnerabilities Risk Level
- 1 34 4 @ HIGH
B 1 enabled 12 enabled
F.; . / . 7 J A\

Search ADCS objects..

4]
ol VULNERABILITY ANALYSIS (4) A
o

HIGH PRIORITY

-
-—

&

3

@ ESC5: Excessive privileges over PKI system that could lead to complete takeover

Affected instances: CA-River-504

® ESC7: User has dangerous permissions on CA

Affected instances: CA-River-504

HOIH

® ESC8: Web enrollment is enabled over HTTP
Affected instances: CA-River-504

MEDIUM PRIORITY

® ESC11: CA does not enforce encryption for ICertRequest (RPC) requests
Affected instances: CA-River-504

(@ I

CERTIFICATE AUTHORITIES (1) @ A

[1] CA-River-504 ESC7 ESC8 ESC11 ESCS

BASIC INFORMATION ENABLED TEMPLATES (12)

Name: CA-River-504 = TPL-Ocean-807

& DNS Hostname: DC4.rabbithole.lol » DirectoryEmailReplication ‘
Distinguished Name: CN=CA-River-504,CN=Enroliment Services,CN=Public Key « DomainControllerAuthentication i

Services,CN=Services,CN=Configuration,DC=rabbithole,DC=lol « KerberosAuthentication

Certificate DN: CN=CA-River-504, DC=rabbithole, DC=lol R

Status: ENABLED :E:i

Web Enroliment: ©// /000

CERTIFICATE AUTHORITIES (1) @ '

VULNERABILITIES DETECTED

1£] @ £5C7: User has dangerous permissions on CA

L Web enroliment is enabled over HTTP

Lo @ ESC11: CA does not enforce encryption for ICertRequest (RPC) requests

@ £5C5: Excessive privileges over PKI system that could lead to complete takeover

-
-—

CERTIFICATE TEMPLATES (34) @ A

[1] User

BASIC INFORMATION ENROLLABLE USERS/GROUPS TEMPLATE CONFIGURATION

Name: User - Enterprise Admins (Group) Status: [1/AFLED

Display Name: User - Domain Admins (Group) Schema Version: 1

Distinguished Name: CN=User,CN=Certificate - Domain Users (Group) Template OID:

Templates,CN=Public Key 1.3.6.1.4.1.311.21.8.9441119.11609380.4999819.9145755.985251.23.1.1

Services,CN=Services,CN=Configuration,DC=rabbithole,DC=lol Certificate Authority: CA-River-504 |

Object GUID: ec497299-5b53-4a49-8a4b-ad01201bcScc Enroliment Flags: 41 !
Private Key Flags: 16 |

EXTENDED KEY USAGE

= Microsoft Encrypting File System (1.3.6.1.4.1.311.10.3.4)
= Email Protection (1.3.6.1.5.5.7.3.4)

« Client Authentication (1.3.6.1.5.5.7.3.2)




£ sounty - o
é Active Directory
Manage Active Directory Certificate Services, certificate authorities, and templates.
@
© Targets ([ Password Policy B Active Directory Certificate Services (ADCS)
X
& Certificate Authorities Certificate Templates Vulnerabilities Risk Level
o 1 35 4 ® HIGH
1 enabled 13 enabled
(£
9 [ car ]
w5 SEARCH RESULTS (1)
m [CA] CA-River-504 ESC7 ESC8 ESC11 ESCS
DC4.rabbithole.lol
==
£ Bounty - [= I 14
Manage Active Directory Certificate Services, certificate authorties, and templates.
é @© Targets ([ Password Policy B Active Directory Certificate Services (ADCS)
® Certificate Authorities Certificate Templates Vulnerabilities Risk Level
X 1 36 5 ® HIGH
1 enabled 14 enabled
& T
o Search ADCS objects...
£ VULNERABILITY ANALYSIS (5) A
2]
L.
W Affected instances: VulnerableUser
HIGH PRIORITY
® ESC5: E ive privileges over PKI sy that could lead to complete takeover
Affected instances: CA-River-504
® ESC7: User has dangerous permissions on CA é
Affected instances: CA-River-504
® ESC8: Web enroliment is enabled over HTTP
Affected instances: CA-River-504
MEDIUM PRIORITY !
@ ESC11: CA does not enforce encryption for ICertRequest (RPC) requests 2
Affected instances: CA-River-504
CERTIFICATE AUTHORITIES (1) @ A




[CA] CA-River-504

Certificate Authority Information

Name: CA-River-504
DNS Host: DC4.rabbithole.lol
Status: ENABLED

Web Enrollment: ENABLED

Distinguished Name

CN=CA-River-584,CN«Enrollment Services,CN«Public Key Serv
ices,(N=Services,(N=Configuration,DC=rabbithole,DC=1o0l

Certificate DN

CN«CA-River-584, DCerabbithole, DCwlol

Security Vulnerabilities

@ ESC5

Excessive privileges over PKI system that could lead to complete
takeover

@ Esc7
User has dangerous permissions on CA

@ Escs
Web enroliment is enabled over HTTP

@ ESc11

CA does not enforce encryption for ICertRequest (RPC) requests

Enabled Templates (13)
TPL-Stone-178
TPL-Ocean-807
DirectoryEmailReplication
DomainControllerAuthentication

KerberosAuthentication

[Template] Vulnerable User

Certificate Template Information

Name: VulnerableUser
Display Name: Vulnerable User
Status: ENABLED

Schema Version: 2

Certificate CA-River-504
Authority:
Distinguished Name

CN=VulnerableUser,(N=Certificate Templates,(N=Public Key Services,CN=Services,CN=Con

figuration,DC=rabbithole,DC=10l

Template Configuration

Template
OID:

< ) a244b9fe-afef-438a-b462-323bc9f4087¢

GUID:
Enrollment
Flags:
Private
Key Flags:

16842768

Security Vulnerabilities

This certificate template has been
identified as vulnerable to

1.3.6.1.4.1.311.21.8.9441119.11609380.4999819.9145755.985251.23.7159938. 5272627

Enrollable Users/Groups (4)
Domain Users (Group)
Domain Admins (Group)
Enterprise Admins (Group)

Authenticated Users (Well-Known)

Extended Key Usage (3)

Client Authentication
(1.3.6.1.55.7.3.2)
1.3.6.1.5.5.7.3.2

Email Protection (1.3.6.1.5.5.7.3.4)
1.3.6.1.5.5.7.3.4

Microsoft Encrypting File System
(1.3.6.1.4.1.311.10.34)
1.3.6.1.4.1.311.10.3.4
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THE LOOP

CRACK-TRACK-REACT
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INAL THOUGRHTS

& CALL TO ACTION

Recap

You have the data Take action today
ézigrﬁgdmtgre i | N Update passwords, stay
Formidable informed, be alert

UOne small mistake
can lead to a big
breach

more information at:

https://krakensec.tech/tools/bounty

oo www.reallygreatsite.com PYs




